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FREE-FALL: HACKING TESLA FROM WIRELESS TO CAN BUS

Sen Nie. Ling Liu, Yucfeng Du
Keen Security Lab of Tencent
{snic, dlingliu, davendu) @tencent com

* 2016 £ Tesla Model S (X9 5/ yE2 (T Jeep DHIEFEHRIC —
t#-:- IJ T'fJ: 0) I&% & K é%*ﬁ & 0) E Jib{ Eﬂ b h\ (‘ S éh-c L \ 6 In today's world of connected cars, security is of vital importance. The security of these cars is not only a

technological issue, but also an issuc of human safety. In our research, we focused on perhaps the most
famous connected car model: Tesla.

Black Hat 2016, Free-Fall: Hacking Tesla From Wireless to CAN Bus I September 2016, o s e Sty Lo Tecen) ety eplemese et stk on

the Tesla Model § in both Parking and Driving mode 0¥ This remote attack utilized a complex chain of
vulnerabilities. We have proved that we can gain entrance from wireless (Wi-Fi/Cellular), compromise many
in-vehicle systems like IC, CID. and Gateway. and then inject malicious CAN messages into the CAN Bus
Just 10 days after we submitted our research to Tesla, Tesla tesponded with an update using their OTA
mechanism and introduced the code signing protection into Tesla cars.

° I& % 0) ﬁﬁ Our paper will be in three parts: our research, Tesla’s response, and the follow-up. We will, for the fisst time,

share the defails of the whole attack chain on the Tesla, and then reveal the implementation of Tesla's OTA
and Code Signing features. Furthermore, we'll explore the new mitigation on Tesla and share our thoughts

S ER NS D I=PRIEAE 20 |
v Infotainment 2% AL T. E=/REEIZEDI, TARGET VERSION

We have successfully tested our vulnerabilities on Tesla Model S P85 and P75, the latest version at that time
was as follows.

Version

HEDTSERY, W e—

y? N ~ P85 v7.1(2.28.60) fileCrc 502224ba
/ ECU /\O)%llﬁum }‘yt_ o)f‘d"')—a—-il/l Ek-lj] P75 \71;3223) fileCrc e3deeaab

Table 1 Tested version

° t#‘l')i‘ﬂ’id)%]ﬁ VS ﬁéd)f:&)d)}ﬁ:fA REMOTE ATTACK SURFACE

The truth is that we found our browser exploit first. then we think a contactless approach should be achieved.

Jeep LRIRIC. B ETEIEELTVWSES. BYTFELAYE—IVFEMLT Do o o
PEMHAINT=, '

At that time, Tesla GuesT came into our sight, this is a Wi-Fi hotspot provided by Tesla body shop and
superchargers ¥ The information of this SSID is saved in many customers’ cars in order to auto connecting
in the future. If we fake this Wi-Fi hotspot and redirect the traffic of Q=CarErows=x to our own domain,
remotely hacking Tesla cars can be feasible

<. is embedded in every tesla car as we know it, and the password s a
<Manage . However, we find that it cannot be auto connected in normal

Besides Wi-Fi tricks, when in cellular mode we believe that phishing and user mistyping can also lead to
remotely triggering our browser vulnerabilities if we build enough crafied domains

Because it's based on a browser-borne attack, we can say that remotely deliver the exploit without physical
access is only restricted by imagination

Send Messages to Other ECUs ™™ Send Messages to Other ECUs ™"

* Some ECUs just not responding under driving mode

* Broadcasted messages on the bus

* Fixing the limitation can be easy.

* Swap the handler of 0x04 and 0x01 : ’ j ;
. * Certain ECUs will notice the speed and disable danger
* Then everything works fine, for example functions if necessary
* Send command to turn on/off light

. g * Possible idea: Stop the speed information from
* Even when driving

spreading on the whole CAN network

= Sadly, still limitations

copyright@2019 CAV Technologies Co., Ltd. all rights reserved.
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BASIC CONCEPTS RELATED TO SAFETY

» Safety related concepts such as hazard, accident, risk, failure have different definitions and
understanding in industries and countries.

 Definitions (from ISO 26262)

- Hazard
v’ potential source of harm caused by malfunctioning behaviour of the item
- Safety mechanism

v" technical solution implemented by E/E functions or elements, or by other technologies,
to detect faults or control failures in order to achieve or maintain a safe state.

v' Remark: Safety mechanism includes simple monitor-arbitration logic to more complex
fault tolerant/redundancy mechanisms

Examples of hazard:
1) Overheat of battery charging device causes its explosion and/or make burns.
2) ECU produces unintended assist torque.

The following simplified figure is used to represent safety mechanism against hazard.

Safety mechanism

l

hazard

copyright@2019 CAV Technologies Co., Ltd. all rights reserved.




THREAT AND HAZARD: HOW DO THEY INTERACT EACH OTHER?

* There is no clear and definitive definition on how
threat and hazard are related each other.

 Definitions (from J3061) That a threat causes a hazard relationship
— Threat
v A circumstance or event with the potential to
cause harm, where harm may be with threat » hazard
respect to financial, reputation, privacy,

safety, or operational.

+ We take that a hazard may be caused by threat as a
working assumption.

Hazard: Overheat of battery charging device causes its explosion and/or makes burns.

*

Threat (action): Malware causes malfunction of battery charging device.

Hazard: ECU produces unintended assist torque.

*

Threat (action): Control message is spoofed.

copyright@2019 CAV Technologies Co., Ltd-all fights reserved:
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Trust boundary (MS Threat Modeling Tool)

Asset (ISO 27005) Security perimeter (DO-356)
(No picture) ;’ ;;;;;;; mal Loval
”D/g tal o, (’) SEET \\
OBDDat, H:x: l OEDD LR SpOnsa ‘,/
Zone and conduit (IEC 62443) i><§ e e
DECU = =
\‘ Memory
Zone X Conduit ZoneY Figure 5T2—: D‘a:a flow diagram of on-board diagnostics (OBD) use case.
(HEAVENS, Security models D2, ver. 2.0, March 18, 2016)

Threat scenario (DO-356)

Hazard
‘4. (Hazardor
Attacker | | I ‘
I - I | =
Attacker Security Supporting Security arget
@ Measures Assets | Measures I fese
|
]

' }
| | I
| '
Frequent Remote Extremely
e

(RTCA DO-356: Airworthiness Security Methods and Considerations, 2014)

copyright@2019 CAV Technologies Co., Ltd. all rights reserved.




BERZEDNMIT OEDBELGER (T —FTIFVYERM L)  55HEREA

ECHLHENHDM?

A B0 2 R ——— T3y —2J x4 X (Attack Surface)

« MZNENSSFHIDMN?
REEEZ E (Asset)

o EDXRILGHEMNTRED ?
WEDHHE

WEDFMS T

- WMEBFXEDODISICBEZ(RESEE)IZH
ETLHDM?
WA, WEF)A

ECETHFHEEALTDOMN ?

« ECETHFIEEAGDOMN?
« RETLVATLENEBORE

copyright@2019 CAV Technologies Co., Ltd. all rights reserved.



« SCDL (Safety Concept Description Language) &% ?
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