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Derivation of Risk Derivation of
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SeSaMo: http://sesamo-project.eu
Born, M.: An Approach to Safety and Security Analysis for Automotive Systems: SAE 2014 World
Congress and Exhibition (2014)

M A G @ PESE B irie S FE i




2-7. 7O AHESIZDOLNTHOSEDE A

e JOLRADMEIZDOVWTII HRLREBEEZALD
U, SmEiE. BRRGEENSEITNITHNEZE
b\%lb\éhé

« FEEDLAN)L
— EENE
- &M

— AR IRNMIKE

o fZEHEL . FIMEEH (] PLC) Tlk. AR IAMKIEIZE
BB, JUSAITAETOERO, FlETOEREGE,
TOEENEF. BERICKY . FRLALELAN)ILOTOERH
BRINBIENATEEIND

M A G @ PESE B irie S FE i




EZEL-ULVARA(2)

s L= T4EEFAVTADIATHAIILD

MEITBEM?

¢ MEOTH?2EDLARNILTITOOMN? H

A3

A BITTARTIIZFAEOM?2CLeH. 143

A ARADTYa]?

o MIMNSTATHAIILDIHE THIRBIZIEADH
?

M A G @ PESE B irie S FE i




3. S HT B

M A G @ PESE B irie S FE i



3-1. REDMFEDHRE

FY . HMELGEDRERADAINOEZTHD,

+IT RBOWE 3. R OWERIC
ERIZEFRETHIH. Rtk
HEOHE EDBRICEVWTERTHD.
+TEREE IR, REBEEERIL
FEABHY AEERZIH. BRAKEOREZECE
B4R ySE THI 203, FIATTRELT— 2R
FTEEASNB(Hl: R, HK).

Ea—<2I5—-35H

A&H]

BT EEICLIHE IFRERL
YD, IRTE, T LIEHNIERT
ITHY), AEICEBITIEE, 7=, €
DT AR /MIBATEICRLEDIEAET
THCEDTTHE,

EE(CLDHDNE

M A G @ PESE B irie S FE i



RS

JREA

afmt\

1hinl

. BHR

g

D 53T

IRKRICE. COESLRR
MNELDH. FhTEEEL
T ALY DREZ#HALT
ST ERZIHDHREE

/ﬁﬁ

S ka—vrIS5—

M A G @ PESE B irie S FE i



3-3. INFTORMF R (RELEF2ITA)

[(Z2517]

ENEHIRERRIIC

HIEEN TS,

RIGEREDTFIE

ZHRRALTITHONT

LD,

— Preliminary Hazard
Analysis

— FMEA

— FTA

- HAZOP

(BB 4T]

o« FCETEMNELS
HMHDIAHEA,
 BENITERBRIZ,

¥R <743

AR E

NnThs,

— Misuse cases
— Attack Trees

— SDL

M A G @ PESE B irie S FE i




3-4. IEC 62280-2 [ZHITRIRITEAAV A B

BARELTRENT=, FT (Fault Tree) (TN TRLNO M ?

C.4.2 Hazard analysis

Accident
‘ r=10"p"
. l
Callision Collisi
between trains with obstacl
Othe S
-8 -1 9
1070 (2)
N I
BB &
Emergency Message
condition delayed Key:
~ 1 | ORgate
& AND gate
1EC 2682/02
MOTE Preferred symbols according to \RC 610235,

H/W &

(IEC 62280-2: 2002, Railway applications - Communication, signalling and processing systems - Part 2:
Safety-related communication in open transmission systems
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ryy %8 B
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+ B. Schneier: Attack Trees, Dr. Dobbs Journal 1996
+ EVITA: Deliverable D2.3: Security requirements for automotive on-board networks based on dark-side scenarios, 2008.
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+ A. Roy, D. S. Kim, K. S. Trivedi: ACT: Towards unifying the constructs of attack and defense trees, Security and
Communication Networks, 5(8), pp929-943 (2012)

+ M. Steiner and Peter Liggesmeyer: Combination of Safety and Security Analysis — Finding Security Problems that Threaten
the Safety of a System, Workshop DECS (ERCIM/EWICS Workshop on Dependable Embedded and Cyber-physical
Systems) 2013

+ K. Taguchi, et. al.,: Integration of Safety and Security Analyses for Automotive Systems (Draft)
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- Fi&E (WEITHHASNDEE)

- HE#HEZTIE FP7 EVITA ([3]) T. ETFDEED LFIE

« [[E*#IZ. ETSI/TVRA (Threat Vulnerability Risk Analysis) ([2]) T
£ CC-CEM A—XDEL,DZEFIA,

[1] ISO/IEC 15408, Common Criteria, Common Methodology for Information Technology Security
Evaluation, Evaluation Methodology, Sep 2012, Ver. 3.1, Rev. 4.

[2] Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN):
Methods and protocols; Part 1: Method and proforma for Threat, Risk, Vulnerability Analysis, ETSI TS 102
165-1, v4.2.3 (2011-3).

[3] Deliverable D2.1: Security requirements for automotive on-board networks based on dark-side
scenarios, ver. 1.1, Dec 2009.
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4-4. JRODBENSATIT)TALR)ILA

HHEE R

JRIMDTEZE : Risk = Severity * Likelihood/Probability

RRNES ~_—

ZERRFICEITOEEN-EEMNIRAIDESE:

Safety Integrity Levels

TABLE L. Severity categories

Bk RITIRIEIZH TS Integrity Level

SEVERITY CATEGORIES
Descripti Severhy, Mishap Result Criteria
Category
- Could result in one or more of the fallow Ang: death, permanent total disabil ity, irreversible N — - O —
Catastrophic 1 : . v S 7"‘ 7"‘ b b/ \ ( (
significant envi tal impact, or monetary loss equal to of exceed ing $10M. d\ N [t j <J~ /\ ]j - J.I,
Could result in one or more of the following: ane ial disability.injuries or N e
Critical 2 cupational iliness that ma ult in hospitalization o ast three personnel, reversible h\ & é 0) b\ *il_ % E"] fd: *Em [i a\ Eﬂ
I ual to eeding $1M but less than
ing: injury o occupational line: sulting in one or
Marginal 3 i tal impact, or m oss equal 1o or
Negligibl 4 Could result in one or more of the following: injury or occupational liness not resulting in a lost
egligible work day, minimal environmental impact, or monetary loss less than $100K.

O Zz48
O SIL (Safety Integrity Level) , ISO/IEC 61508
O ASIL (Automotive Safety Integrity Level) , ISO 26262
O DAL (Design Assurance Level), DO-178C
O %271
O CC-CEM
O SL (Security Level), IEC 62443
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4-5. TEAAMERXDRTE

« SRIT.ZEHDAR)YIR(ASIL) EEFAYTADAR) IR (ASeclL) &, D

HRIBIZBITBAN) IR (CC-CEM) hBTEELT=IRRICA A EFTEEINS,

Sl |

To |

15026262 |

ASIL

GtH

o) T14H%

tXal)T4

ASeclL

iEHEEE

CCCEM

EERMV2X) |

<: EHLULE®D ISO /K ?

JasPar ?

C2C-CC

ETSI
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4-6. 7 EAAVDIRAIEERRE

XL TAAN VI RADBROLIRAIEEREIL, T2, AIE ANV IADERLET D
MDWEILL-ESRMNE N L,

WAEDEFL)TAAN) VIR HEDE 5 S (Attack potential/probability) Zx &
CEEICRTAEEZRALTLS,

DRI DERIZDNTODEE A H KA

—  (H#E8) TELAFRIC, RBRARPLHBARLGIRAVIEBR SN TOEINEINDTERAAVEDEER
AV RIZLN,
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EZARL-ULVAA @)

T—IT14EEF A TAITEVWTIRIEVSEEE

F—&EZEZTRLDMN?

— BB A[RETR R B A[RETR) R BRFURY .
ALARP (As Low As Reasonably Practicable) &L o 7=
BZEEBELTRIATESDTIE?

A9 7 LA T HFHIIRE (FE3R) EEEI El
HENEEREDN, TN(FH—TSHOM?

XA TADIVARITCAANERZ—TTADI)RY
TEAAK %2*:.%7&\0)75\%1;2@ %éi%é‘
[ EDQEIITTNIERL DM ?
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5-1. EER EBERDEHTIE

« IS0 26262 Part 3 (£ t7h) DR EERDEH AL

— BRI ZFIZEFHI—)LIEMZER 73 #7 (Goal-Oriented Requirements
Engineering &IZIXEE

INF—R e <j NF—FZLRUR
JRAOTAA
L2 HIE1 | ASIL 42 B41E2 | ASIL @ ZEBiE
HREZ 2 E K MR £ EK HREREER
ASIL | I ASIL | B ASIL | B
™~ . _ (T [memeER
BERLER HREREER
ASIL | =4 ASIL | Z|Z
REBROANERIND

A. van Lamsweerde: Requirements Engineering: From System Goals to UML Models to Software Specifications, Wiley (2009)
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5-2. & LtXa) T4 DETHE

mIZERIBIER (ERLA)IL)

REERQEHFEFZNFF LX) TAERDBHFAD
BECCHRT LS kAR, OREAROA

¢ RSB YT EDOBEOEAEN 5. UT DL
FRrEEL, (17 )-lziF:L')T«rEX’E 95, EL05TAEAD
BEIIAIEE,

Z 248 (1ISO 26262 Part3) TExa)T1I(?)
s NH—F AR | > B AT KL
/I%iamlww [zeEm2 [Asl] o EIE | > Xl BB [renmJast| [weame|as |
=5 e - ryTep——
Ti’f:: BEREREEKR |« > MEEtX 1) TFAER it

M A G @ PESE B irie S FE i




5-3. TREEKDI

[E LD RS E

TEERODEHDER., BoNIBERAREHEDRED S HEDREEF ?

BRORIZHL T, MEOKRKBIZIE. FT) EDBEFRIZBAREIZGEO TSN ?

& (Lt i ASRIRED ?
BERER 2 ERDAK TETHERDOAK
FSR? , Hazard?

ERORMEIL?

»
»
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5-4. REBRELX)TAEK(FT & AT)

o BRETREERLEFXLITIERODOMEMEICIE, KREBERDILIRTHS Attack
%oyr%eyr)r%easure Ke. FDOHWEARMRTHS Fault Mitigation KEFIFETBHIEMN
AIRETH Do

© COESETFEERATLIET, MEDIEMER TR, WETRENAKER
SRV E ST E S

EREE
HE A A HRENHEEE: D
B D E wWnE: M
A s M A\
LTI ! e
o el

: &= [
° DlES

Attack countermeasure &K Fault Mitigation K (HA&X)

+ A. Roy, D. S. Kim, K S. Trivedi: ACT: Attack Countermeasure Trees for Information Assurance
Analysis, INFOCOM IEEE Conference on Computer Communications Workshops, p1-2 (2010)

+ A. Roy, D. S. Kim, K. S. Trivedi: ACT: Towards unifying the constructs of attack and defense trees,
Security and Communication Networks, 5(8), pp929-943 (2012)
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5-5. t—IJF4EBREEFIUTAERDIN—FA D

T—OT1BINLDERE
X UTAAIMNLDER
ZRIFF S E TSELVS
RS

— hIFEFITE—T0T40L
Xl T4IZBont-
EE Tl

EGHELTIE, LIF

DEILGTEKRDIFE.

— t—074—E3K o
DDIN—FTZYTILZA
LT

— LX) T4EX: FE-
E51t

RO EEIE ?
v—T7« tXal)T«
T ILZA LK fE=1t

ZEAIMGEK. SDKIITLIL !
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EZmL-ULV\ARA(5)

. jbz 274X 2 )TA4D— A TIEIE
\?

» BWRIGGE, AN R B DDA (R
L. BHEF) 7

¢« E—ITA LX) TABITIET ERAVE
DEENESIOT=M ., AN RZRBETHADIZ
DINTRAFEIZHIMT S &I EEM ?
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6-1.

FFERABBITot—TT1EEF2 ) TADIRE Ghl=IEEIR])

IEC TC65

— Inc_Iug.triaI;process measurement, control and automation( TR O+
A &R 4E)
 LUTOHEERERRELT ) TABEREDERA

« |EC 61508, Functional safety of electrical/electronic/programmable electronic
safety-related systems -

« |EC 62443, Industrial communication networks — Network and system security —

WG 20 (Framework to bridge the requirements for safety and
security)
- SES5RICIAL EMNo=HT—F2 Y T, Convener [LHETK (&), BA
7(5382\)) )expert X 42 (BOAIST), £JIIK(HIL) . #REK(=Z%) . #i5 K
« IR7E. expert [EERT 304, ERITIEFMUN8HA THRKR, R VITARWG
FRIAIICIERFBZHLTW =N, BEFIRRKOSNELZO>TLNS
- ERNZEERIF28HZ (F—MRIEZFEETOSNAE)
o [MZTHMNIFELZBHNTZTEICUERLTLEWLA, UTDEILERNHD
« |IEC 61508 & IEC 62443 [ZxLT. recommendation ZH¥
+ IEC 61508 & IEC 62443 %#7JvP9 % (ZhiL CD DERBTELTASTILND)
s BELEXFATADA AT —DEE
- TOERDTYELS
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6-2. thDE—TJ Tt 1) T4 ERE

« |[EC A TOEAMIE?

TC 44 (Safety of machinery —Electrotechnical aspects) A REIFR D&% K
LESELTWDD T, ECTiiEMNH D, F-1zL. MAIZTSML TSR E%ﬁ)
. S&. RE.#E. HBREOERENHY S5,

« f=f2L. TC65 [ basic standard T#4 61508 & horizontal standard ’C

55 62443 ZHEHL TSN T, CHLDAHNRFWLRBOEEALNKEL, #
ENhhmHENSFENH S,

« DRMBEEREEDKIIEAFITHM?

— 452, IEC 62443 [ ISA 99 MNEREL-RBZHEALTL LD T, S ERHEE
EDFRBNE

o AIDRI—THHAFE T, HRRGREFZIDA TS A /N—FETD
R NNE,
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6-3. BRRGEXFICEBTEARELEF T DHRE

o ZLOEENTFIZBWWT. ZE2lEtX ) T1ORIEL W
H(ZH->TULVET,

« ENODEENFICEVLVTHR) ZeLtLXa) T/ DR
BhARESINDDOHYET,

Security

Safety Security RAMS Security Safety

J-3061

IEC 62278 || IEC 62280 ISO 26262

DO-178C DO-326A

/£ :RAMS (Reliability Availability Maintainability Safety)
H G @ RESEBATRe BT Fe AT



6-4. BEE

XMIGEKRALTZBYEZLOND

HLLIE

IXRICHITORERBE LX) TARRE

Security

Safety <j NDE=
ISO 26262 (IIF) %

BA

EDLARNIILTEATHME
B RIGEZADAEE

Safety Security
ISO 26262 ?
SAE J-3061 IEC 62443
Cybersecurity ISO/IEC 15408
Guidebook

VDA (German
Association of the
Automotive industry)
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6-5. MEKDIG S

ZEYN
PR ERICHULVTIE, 2014 (2T
m DX )T DL FEITINT=,
o

+ DO-326A/ED-202A

s + DO-356
/\ + DO-355/ED-204

Safety Security BAMARRICEZ B, LNDOAD

DO-178C |{mmm)

JOtwRELTOREERST
FREEEL TOREESRT F

DO-326A | |FAERAHD.

ZEAEEF LT AIOTAOERMN
FIZTHLY,

K OBHEF A (RTCA) £E3—0v/<
D F A (EUROCAE) DRI TA R
DIEENTROH ARSI BT
% (DO-356)

« EHFAVTAEREDOEEKTLITLNS,
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EZALI-ULVAZA (6)

iﬁ’l‘%l/’\)bfﬂ)ﬁ‘ﬁ"\’i’ﬂ<bofli LUN? A

L\’?

— ‘.%:" ] ~/k&)%)7’-d~ :

« HIRILARNILTHELEL. AYICRIRBILEERT
HDH?

— BEXITEEZFIEOTL?

 BRLALTROONDIEE  WAEHETS
BYFHNRBASHTNED ?
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7-1. =207 4——X(HIEE) &F ?

-19884F 7 BIZHI1T5. dLiEAAIZH (T3 Piper Alpha E#167& 1= (2294 ) .
2710 EH D EZF4ELT-,

-Cullen I KHFEHABELR—HMIKYVRET—ADEEEHEFASNT=,
“‘Compliance with detailed prescriptive regulations was not sufficient to ensure

safety”

The Offshore Installations (Safety Case) Regulations 1992 [ZE A,
(= #ThR 2005)

————

B RBICEANEBYICTRIERE THEIEVIEZANDRENDS, E—TT1 !
T—ADRE. TEAAV AKX OBEBLGEITONTHEMEBORMK. HARNE |
/\lffo :

_________________________________________________________________________________

t+—2J 71— —X | E (Safety Case Regime) ME A !
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7-2. £— DT A—r—ADRE NS BELIRS

l

?

]

[ ]
»
£
H
3
2
2
]
2
2
: X
3
3
3
i
=
s
2
£

R EUROCONTROL
i - HTEEHSRTAIZEITERE DR

ELBCOF 4 B TRAFFIC

 Rail Yellow Book
- REICBTSHEESVATLDEZEHEDRAE

« Railway Safety Case Regulations
- HEICBTAHELTEER

- |EC 62425/EN 50129
- BEVRTLDE—TT4—r—AHIE —

AAAAAAAA

« 1SS0 26262
- BEFHEAAATLOHEAEERT SRS

- ZTOMGBAEL. RFD. B L&E. ERER)
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]

DEREEELF2)TA(REEDIL—LT—D)

SafSec A% Safety Case & Security Case
Safety Security

Def-Stan 00-56 ISO/IEC 15408

@ Dependability 0 £75E Safety Security
1SO 26262 | | J-3061

- _ A Cybersecurity
Dependability Case 12L& 5§k E Guidebook (SAE)

Safety Case  Cybersecurity Case

A RETE R KB D—D

. Praxis: SafSec: Integration of Safety & Security Certification, SafSec Methodology: Guidance Material, 2006.
' Praxis: SafSec: Integration of Safety & Security Certification, SafSec Methodology: Standard, 2006.

______________________________________________________________________________________________________________________
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7-4. Safe & Sec Case Patterns

« SR.ZEMEEX AT ORMATRIET SRMHELT, E—TT0——RE
X AT —RADBEEMLGHENVEIZLS,

« BELEX ) T(OHMETOARRNI—UIZKHT. E—TT14—r—REEF2Y)
TAT—ADIEEZ/\NI— LA BETH S,

JOvRELTHII, BARSEBREITOLR EN7OtRIZEDULV- Safe&Sec Case ) GSN TOHXRIR

act Uni-direction Reference

e
O UR-G1 UR:
Reasonably foreseeable Res y
hazard flicientl thre: fricient
ified i identified and mit
| Item Definition I
J’J——’———’— --\-‘"‘—\__
<< >
Hazard Identification [<-- Teferencez> l Threat Identification I
[ Hazard Risk.Assessment] [ Threat Risk £ nt ] v

Derivation of Risk Derivation of
Reduction Measures Mitigation Methods
~ )

+ K. Taguchi, D. Souma, H. Nishihara: Safe & Sec Case Patterns, ASSURE 2015
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8. SCDL

» SCDL A tFa)TsBIDORAFETHAT S
EXTESLHDOM?

s A[REL L. Z2llDtEsERT 20 T M
EXEECLTF )T HIDOBEETT) T4
VYT MREZIEN T E L= TEIERIEEIC
Y, EARIRXFDEIBORE DR LIZDA
MABRREENH DM ?
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8-1. SCDL & €%alT+

ﬁé%* vs X al)T4EK

ERZZNVHTHIEWDDIE, £
RERER (- H ) TREM(ZH
Eﬁ‘éhfh\fcﬂ,\b\ BIEFEEF
374

- XV TAHEROREXE

HEERS BT vs 15—

tXal)FqatThk

— J3061 [ZELVNTIEL. cybersecurity
conceptd)Faﬁ%b\‘R nTus,

— SCDL #HRLU\T. cybersecurity
concept DEAFE L1

I DIERUIERE
*Jﬂ EWTHIA
tiF )T A B R DR
EELTHIA

St
Hp <
oA ~I|
)i %
N d

R
1]||||

%24 {8 (1SO 26262 Part3)

| NE—g R RUE

KL EE [« » £FaUT/EE |

N —Fafe
YRGFRAAA

[memm | asiL|

ErR@mz ASlL

BELLER HEEEa ) FER |

ISO 26262 Part 3  J3061

= =

A

T
i
S
[
il

4
N
b

&

SCDL
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8-2. SCDL IZ®J otzXal)Ta Mo DEXK

y 3'21%75‘“£7Réh%>9x7
BRI

« TRV Y =D/ ADREE RIERER. BEI)

s ZRDEE
s REZEDRITE

—tXal)ToEXK
« EH

c REEREEXATAERDEE D

—JROT7E'AAVE
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9-1. SRDERE

S1&.3~M0OFEOMIZ. X )T4LtE—T7
ADEENBREEIZLZY ., ETO A PHE
7E 0t R EMNBBREIZLGY AT A42 F]
RELTHEEINSZENTEINS,

NEEDRRAF Y RELTRASM (REM
L. FIEREDEZFE) | RO IO A LFHEAEF
EITHTOREEEA . AN TATIZIRAHH
IZ&Y EDRRICEENH LR BHOHR
BIZEBNND.
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